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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

SECTION SF 1449 - CONTINUATION SHEET

The following have been modified:

ATTACHMENTS

1. Contract Data Requirements Lists (CDRLs) (aB@3001)
2. DD 254

3. Quality Assurance Surveillance Plan (QASP)

EXHIBITS — CONTRACT DATA REQUIREMENTS LIST (CDRL )

A001 - AO03
BOO1 - B002
FOO01 - FO03

PERFORMANCE WORK STATEMENT
1 Introduction

The Department of the Navy (DON) leadership requmecess-wide visibility into incident and cas¢ada
throughout the lifecycle of the Navy and Marine @ocriminal/military justice incidents. The Navaistice
Information System (NJIS) will provide this capdtyiby serving as the DON'’s enterprise informatiystem
supporting the United States Navy (USN) and thaddnGtates Marine Corps (USMC) criminal justice
community’s case management and reporting requinesne

The Sea Warrior Program (PMW 240) is part of theyNRrogram Executive Office for Enterprise Inforiat
Systems (PEO EIS), which develops, acquires, apbbge seamless enterprise-wide IT systems withlifettycle
support for the Warfighter and business enterpridee PMW 240 Program Manager was assigned theagmog
management responsibilities for NJIS and is acogia Commercial Off-The-Shelf (COTS) product thaiets
Functional Requirements Document (FRD) requiremtmtaugh configuration. The contractor shall deptlogt
acquired software within the selected data centarfigure the software to meet the requirements,paovide
support during the specified period of performan€ais contract also includes the software licerfdhe COTS
product.

1.1 Current Systems

Figure 1 is a high level depiction of the justi@emmunities and the current systems supporting thosenunities.
The Law Enforcement (LE) and Investigations (IN\6yramunities are currently supported by the Constdidlaaw
Enforcement Operations Center (CLEOC) system. Théihl Actions (JA) community is supported by thase
Management System (CMS). The Corrections (COR) conityis supported by the Corrections Management
Information System (CORMIS). Today, the Commandidws (CMDA) community does not have an operational
system supporting reporting requirements.
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Figure 1 — Current System Relationships to User Comunities

2 Scope

The NJIS program will provide end-to-end case manant and incident reporting capabilities for tig LNV,
CMDA, COR, and JA communities in a two phase apghoar his will include the replacement/retiremefitre
CLEOC, CORMIS, and CMS systems, as well as theatimn of all legacy data from those systems ineoNdIS
database.

The Contractor shall deliver a COTS solution tlsefuinctioning and deployable that provides the béipias
described in the NJIS FRD that:

- Ensures continuity for interfaces and data exchamgth designated external systems

- Enables configuration changes without programmamngneet unique requirements. The product must be
flexible in implementation and allow a privilegedeu to perform configuration changes (e.g. to data
entry/access screens, workflows, reports) withoogmmmer intervention (i.e. source code changes)

- Abides by applicable Laws, Regulations and Policies

- Abides by Government and Navy standards for ITesyst

- Abides by Department of Defense (DoD) security gliiges and policies, and is able to be certified an
accredited for operation on specified DoD networks

- Includes Common Access Card (CAC) enabled controli$er access in addition to user name password.

- Ensures the COTS software and documentation arepredransive enough to facilitate installation,
operation and sustainment of the software by a Gwowent support and/or third-party designee

- Supports the DoD Net-Centric Data Strategy

3 Requirements

3.1 The Contractor shall perform the following work to meet this Performance Work Statement (PWS):
Licensing

The Contractor shall provide a perpetual licensefiodelivered commercial software products. Tmntractor
shall grant to the Government all license rightstemarily provided to the public in commercial saddé the
delivered software products. Licenses deliveredl éhclude all users of support, production, ard@P
environments.

The number of administrative users in the confiiareenvironment is expected to be less than 2Brtyfive)
concurrent users. Administrative support licensesdentified in the CLINs. Concurrent is definedatively
logged into the system, vice simultaneous userastgwor demand signals for resources.
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COTS product manuals shall be delivered as pdaheoficensing. Product manuals shall be delivesedlectronic
media. Paper-based manuals shall also be providegfto 25 systems administrators. The Contresfiall deliver
software and manuals in accordance with CDRL A002.

The delivered shoftware shall provide Computer BaBaining and an On-Line Help (e.g., self-helgf-service)
capability to assist users in performing the fumtsi with the NJIS capability.

3.2 Annual Software Support and Maintenance

The Contractor shall provide software updates aatmtwith the COTS product updates. The Contettat
provide annual software maintenance/technical sugsotypical for application software. Softwaplates for
maintenance and upgrades shall be accomplishedgdooin-duty hours. Normal duty hours are consitlere
Monday-Friday, 8:00 AM — 5:00 PM (EST/EDT). Thigludes security patches, patch notes and configara
changes as applicable. In addition to softwareatgs] the Contractor shall provide technical suipjooruser and
system technical issues, providing technical sesr{tier 3) to the system’s help desk and admatists for
resolution of issues with the COTS product andvéedid configuration.

3.3 Implementation Services

The Contractor shall provide installation servittest include configuration of the COTS product(ssatisfy the
functional requirements as identified in the NJFRLF The expectation is for requirements to be fiatidy
configuration of the standard COTS software. Ther experience is expected to vary across the diffqustice
communities. Each user role identified will requine vendor to configure a template that can bd tmethat role.
User specific self-configuration capabilities sheglincluded in the Vendor’s delivered configuratio

The Contractor shall ensure that all interface$ witernal systems perform and are operationatdnralance with
the interface requirements and specifications tisfyathe required data exchanges. The Contrattall ensure that
their COTS product solution will support the intarés and data exchanges as indicated in the NIIS Hie
majority of these interfaces and data exchangesxqrected to be via a Web Service interface. Wehi&e
interfaces shall, at a minimum, support Simple ©bf&ecess Protocol (SOAP) and Representationaé Statnsfer
(REST) standards. Some data exchange may be mifdraof flat files. Unique, point-to-point intedes will be
minimal. There are 14 external interfaces for NJIS.

The Contractor shall ensure that the softwareapgnly installed within the appropriate support @naduction
environments. This includes ensuring that the apfitin is functioning in accordance with user reguients per
the FRD. The NJIS system will operate in a Govemninapproved hosting facility; currently expectedé at the
Secretary of the Navy Russell-Knox Building (SECNRKB (NCIS facility)) at Quantico, VA.

The Contractor shall migrate the data and users &xisting systems to the new NJIS system. Thesou
database is approximately 13Tb with plans to sma&0Tb within the next 5 years.

The Contractor shall perform in accordance withRMW 240 Software Engineering (SE) processes fr th
configuration of the COTS product to satisfy ugeeafications. This includes coordination with télS APM-
Engineering, and when directed, user representativelentify and verify configuration detailsalso includes
participation in technical meetings, and providiaghnical input for technical events and documdoriads
identified in the PMW 240 Technical Event ProceBsK) and the NJIS Integrated Master Plan (IMP).

The Contractor shall support the PMW 240 ConfignraManagement process and provide a completadisti
technical documentation and logical configuratimis such as computer software configuration ite®&Cl) List
in accordance with (IAWEDRL A0O01.

The Contractor shall be capable of incorporatingraqguired software baseline changes during impieaten into
its proposed COTS software solution in order toimipe customization.

The Contractor shall deliver the NJIS solution xscetable software, as well as product manuals, tAgV
Computer Software Product End Iten@DRL A002). Product manuals will include system manuals Wikt



N00039-14-D-0126
P0O0001
Page 5 of 8

support implementation, administration, and userafion, specific to the NJIS system. Softwaredpots that are
delivered will be specified in the Software Versiascription (SVD) IAWCDRL A003.

The Contractor shall provide installation instrao IAW CDRL A002 that are sufficient to allow Geomenent
personnel or their representatives to install andfigure all software components to run in a fdgcure (i.e.,
Defense Information Systems Agency (DISA) Securigghnical Implementation Guide (STIG) compliantsting
environment without intervention from the contracto

The Contractor shall provide a monthly status éivaes. The Contractor shall provide reports atardance with
CDRL B0O1.

The Contractor may be provided Government Furnistregerty/Equipment/Information (GFP/GFE/GFI), sash
equipment (e.g. laptops) to support access to D@DNavy Marine Corps Intranet (NMCI) networks. The
Contractor shall acknowledge receipt of all GFP/@&HH in the GFP, Status and Management Re@DRL
B002, and notify the Government of any concerns ardridentified upon receipt of GFP/GFE/GFI. The
Contractor shall maintain a master GFP/GFE/GFIngtsbowing the disposition and version/status efittms
held.

3.3.1 Phase 1 Services

The implementation of NJIS is expected to be acdisimgd in two phases. The Contractor shall cootdimath the
Government and SE Support personnel regarding dippiroach for satisfying the requirements for this phased
approach. This phased implementation will resuthiitiple operational deliveries, with phase 1 ailog for the
deactivation of the CLEOC system.

Phase 1 shall include:

. the implementation services described above (iticses.3),

. the configuration of the software to meet the FRBuirements identified as: Global Case Management,
Manage Law Enforcement Activities, Manage InveshgaActivities, Manage Command Actions
Activities, Import/export data, and Administer Sy,

. establish data schema to support migration andgtoof all data for each community (to include ¢hos
communities in Phase 2),

. all Logistics and Training requirements in the FRD,

. transition identified data from CLEOC,

. provide for the transition from Phase 1 supporir@mments to operational environment,

. support Phase | User Acceptance Testing,

. support the Government team in conducting Certificeand Accreditation of the Vendor provided
software, Ports and Protocol requirements for thféwire and Database, and implementation of require
controls,

. support the Government System Engineering TechReglews (SETR),

. provide technical input to support personnel far slgstem documentation

3.3.2 Phase 2 Services

Phase 2 of the NJIS implementation will focus onfiguration changes and operational delivery thiltallow for
deactivation of CORMIS and CMS.

Phase 2 shall include:

. the configuration of the software and the impleragah services described above (in section 3.8)det
the remainder of the NJIS FRD requirements,
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. modify any of the previous Configurations assodatith Global Case Management, Manage Law
Enforcement Activities, Manage Investigative Adiies, Manage Command Actions Activities,
Import/export data, and Administer System to alfowthe required interactions.

. all additional Phase 2 training requirement (raining for JA and COR communities),

. transition identified data from CORMIS and CMS,

. deploy Phase 2 capabilities into the operationairenment,

. support the Government Technical Reviews and dontatien,

. support Phase 2 User Acceptance Testing,

. support the Government team in updating Certificatind Accreditation of the Vendor provided sofisyar

Ports and Protocol requirements for the SoftwackRatabase, and implementation of required controls
3.4 Training
The Contractor shall provide Technical and Admiaittr training, as well as training support for Sldisers.
3.4.1 Technical/Administrator Training

The Contractor shall provide onsite training to BiHS Team (technical and administrators) for agionately 25
(twenty five) personnel. This training will encoags both technical training to the program staffiel as
education for the administrators. The techniaihtng will include how to maintain the COTS softeas well as
how to perform additional configuration of the sedire as needed. There must be sufficient knowel@dmsfer to
both the technical and administrator staff to alfowthe successful implementation and maintenafdtlee
solution. Additional increments of training may fmerchased as needed, IAW the contract.

3.4.2 User Training

The Contractor shall support NJIS user trainingrbining-the-trainers for each phase of the progdastruction
shall be provided to approximately 10 (ten) persbper class that provides them with sufficient \texlge to
allow them to provide training for NJIS users. ifinag materials and classes shall include NJISifipec
configurations and be tailored to the various typiessers and functionality (e.g. Investigationsyi@ctions,
Command Actions). The Contractor shall delivemtirag materials IAWCDRLs FO01-F003.

35 Contractor Travel

Contractor will be required to travel to the Gowaent hosting facility during the performance ofthontract.
Additionally, the Contractor may be required teeatt meetings, conferences, and training. Contradgtbbe
authorized travel expenses consistent with thetantige provisions of the Joint Travel RegulatidiiiR) and the
limitation of funds specified in this contract. | Adavel requires Government approval/authorizatiod notification
to the Contracting Officer Representative (CORjavEl cost limitations are identified in the assted CLIN.

4 Applicable Documents
The Contractor shall abide by all applicable retjofes, publications, manuals, and local policied procedures.
4.1 Government Documents

DoD 5200.2R - Personnel Security Program (Feb 2361

DoD 5200.2 - DoD Personnel Security Program Requérgs (Apr, 09, 1999)

DoD 5220.22-M National Industrial Security Progr&perating Manual (NISPOM) (Mar 18, 2011)
DoD 5400.11- DoD Privacy Program (May 14, 2007)

DoD 5400.11 - Department of Defense Privacy Progi(&@wept 01, 2011)

DoD 8100.1 -Global Information Grid (GIG) OveranaiPolicy (Sept 19, 2002)

DoD 8320.02G - Guidance for Net-Centric Data Shwa(iypr 12, 2006)

DoD 8500.01E Information Assurance (Oct 24, 2002)

DoD 8500.2 Information Assurance Implementatiort(6e2003)
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DoD 8510.10 — DoD Information Assurance Certifioatand Accreditation Process (DIACAP) (Nov 28, 2007

DoD 8551.1- Ports Protocols and Services Manage(#ert 13, 2004)

SECNAVINST 5000.36A - Information Technology Apmiions And Data Management (Jun 14, 2010)

SECNAVINST 5510.30B - Department of the Navy Parsg Security Program (PSP) (Oct 06, 2006)

SECNAV 5211.5E - Department of Navy Privacy Progi@nut 29, 2004)

SECNAYV M-5239.2 — Information Assurance Workforcamdial (May 29, 2009)

SECNAYV 5239.3 — Information Assurance Policy (Jan2009)

SECNAVINST 5720.47- Department of the Navy Polioy €ontent of Publicly Accessible World Wide Web
Sites (Dec 28, 2010)

CJCSI 6211.02B - Defense Information System NetwbHISN): Policy Responsibilities and Processeslaf 81,
2003)

OPNAYV 5239.1C - Information Awareness Program (20g 2008)

OPNAV Note 5200, Manpower, Personnel, Training Bddcation Information Services Requirements Intigma
Implementing Guidance

SPAWAR 4160.3B — Technical Management Data

Copies of the above DoD, SECNAV, and OPNAYV instiuts are downloadable from)
http://doni.daps.dla.mil/allinstructions.agpx

4.2 Specifications, Standards, & Handbooks

MIL-PRF-29612B - Training Data Products

MIL-HDBK-29612-2A - Instructional Systems DevelopniSystems Approach To Training and Education (Part
of 5 Parts)

MIL-HDBK-29612-3A - Development of Interactive Muttedia Instruction (Part 3 of 5)

MIL-HDBK-502 - DoD Acquisition Logistics Handbook

MIL-PRF-49506 - Performance Specification Logist Management Information

(Copies of the above DoD Specification and handbaain be obtained online from the Acquisition Striaing
and Standardization Information System (ASSIST) \8#b at: http://assist.daps.dla.mil/quicksearch/.)

4.3 Government Regulations

(DONCIO) Section 508 - Self-Help Tool Kit
http://www.doncio.navy.mil/sewction508toolkit

4.4 Other Government Documents, Drawings, and Puldations

Additional guidance materials include, but are limoited to:

DoD Public Key Infrastructure (PKI) (http://iasesd.mil/pki/index.html)

DoD Implementation Guide for Transitional PIV 1l 8B0-73 v1 (Mar 24, 2006) Navy Marine Corps Inttane
(NMCI) Release Development and Deployment Guide®B) v2.0 (May 28, 2004)

Sea Warrior Program Office Technical Event Pro¢€&s) Guidebook, (Jan 25, 2013)

Sea Warrior Program Office Risk Management Plaab(E2, 2007)

Sea Warrior Program Office Test and Evaluation EaBtan (TEMP), (Mar 24, 2008)

Sea Warrior Program Office Systems Engineering,RMar 24, 2008)

Sea Warrior Program Office Configuration Managentan, (Dec 15, 2010)

Sea Warrior Program Office Project Plan User Guider 22 2010)

SSC NOLA Service Oriented Architecture (SOA) TechhReference Model

Appendix A: ACRONYMS

ASSIST Acquisition Streamlining and Standardizatinformation System
CAC Common Access Card

CDRL Contract Data Requirements List

CIO Chief Information Officer

CJCsSI Chairman of the Joint Chiefs of Staff Instion
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DMDC
DoD
DON
FRD
GFE
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GFP
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IAW
IMP
INV

JA

JTR

LE
NCIS
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Consolidated Law Enforcement Operationst€ren
Command Actions
Case Management System
Corrections
Corrections Management Information System
Commercial-Off-the-Shelf
Computer Software Configuration ltems
DoD Information Assurance CertificationdaAccreditation Process
Defense Incident-Based Reporting System
Data Item Description
Defense Information System Agency
Defense Information System Network
Defense Manpower Data Center
Department of Defense
Department of the Navy
Functional Requirements Document
Government Furnished Equipment
Government Furnished Information
Government Furnished Property
Global Information Grid
In accordance with
Integrated Master Plan
Investigations
Judicial Actions
Joint Travel Regulations
Law Enforcement
Naval Criminal Investigative Service
National Industrial Security Program OpigrgtManual
Naval Justice Information System
Navy Marine Corps Intranet
New Orleans, LA
Navy Ports, Protocols, and Services
Office of the Chief of Naval Operations
Program Executive Office for Enterprisiimation Systems
Sea Warrior Program Office
Personnel Security Program
Secretary of the Navy Instruction
Secretary of the Navy Responder Knogke8ase
System Engineering Plan
Subject Matter Expert
Service-Oriented Architecture
Space and Naval Warfare Systems Command
Security Technical Implementation Guide
Software Version Description
Software
Test and Evaluation Master Plan
Technical Event Process
United States Marine Corps
United States Navy

(End of Summary of Changes)
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